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Nature of Distributed Computing
RPC technologies

Distributed Computing

A long cherished idealE
Local computing and data
Autonomy & independence
Branches, divisions, partners, E
Transparent integration & distribution
Call on remote programs
Access remote data
Distributing load across many systems
High reliability through autonomy

Proven hard to achieve in practiceE
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Original Approach

Roll your own protocols

Specialised application-level protocols
Messages, orderings, expectations
Directly on network layer (TCP, UDP,E )

Very common approach once
Email transport, file servers, security, E
Technically challenging & difficult

Protocol design, correctness, performance
Coding complexity and cost




Transparency Ildeal

Hide complexity from developerE
Make DistComp look familiar
just like local computingE
Procedure calls (DCE etc)
Objects (CORBA, RMI et al)
Components (DCOM, .NET, EJB)
But distributed is *not* localE
Inherently different in nature
Many new & interesting ®@hallenges®
Partial failures, latency, autonomy, E

The Eight Fallacies of
Distributed Computing
Peter Deutsch

. The network is reliable

. Latency is zero

. Bandwidth is infinite

. The network is secure

. Topology doesn't change

. There is one administrator

. Transport cost is zero

. The network is homogeneous
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Transparency?

Real networks haveE

Network latency
Software stack§ to traverse, switches, network congestion,
speed of light, E
Calls take milliseconds not microseconds
Interesting new failure possibilities
Broken links, lost messages, delays, E

Partial failures
Some bits working, some not - at same time

Transparency?

Apps have to be network-aware
Not actually transparent after all
Minimise network round trips
Handle new errors
Standard OO techniques #
poor performance
Getters & Setters
Frequent, @mallCmethod calls
Shared address spaces
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Remote Procedures

Leading edge 15 years ago
DCE RPC, ONC-RPC, E
Invoke remote code as if it was a local procedure
(almostE except for errorsk )

Widely used abstraction layer still

DCE RPC is Windows infrastructure
Outlook client to Exchange server
SUNG® NFS

Remote Procedures

Procedures, not methods
Pure computation
No inherent Gtate®
Standards are language independent

Client doesn®know or care about language used
to write server application
Language-independent way to specify procedure
signature (IDL)

IDL

uuid (ba209999-0c6c-11d2-97cf-00c04f8eeads),
version(1.0),
pointer_default(unique)

interface cxhndl
{
const short BUFSIZE = 1024;
typedef [context_handle] void *PCONTEXT_HANDLE_TYPE;
short RemoteOpen(
[out] PCONTEXT_HANDLE_TYPE *pphContext,
[in, string] unsigned char *pszFile );
short RemoteRead(
[in] PCONTEXT_HANDLE_TYPE phContext,
[out] unsigned char achBuf[BUFSIZE],
[out] short *pcbBuf );
short RemoteClose([in, out] PCONTEXT_HANDLE_TYPE *pphContext);
void Shutdown(void);

}

Internals of RPC (0)

How is a procedure call done in the run-time
environment of the language?

Use machine language call instruction

+ Like a jump but also

Save return address, perhaps some other
registers

Arguments passed in registers and/or new stack
frame
At end of call, use special return instruction
Depends on language runtime conventions
for stack frames; location, order-and size of
call arguments, etc

Internals of RPC (step I)

For RPC, language runtime in client-side has
a stub, which represents the remote code
Caller does usual language procedure call to
the stub

Stub takes arguments from registers, stack
frame, etc

Marshalls them and related information (eg
name of procedure) into a message, and
send the message to the server machinekE

How to find the location of the
server?

Internals of RPC (step II)

Language runtime in server-side has a
skeleton, which represents the remote caller
Skeleton gets message, unmarshals it
(extracts arguments etc, puts them into stack
frame or registers as expected)

Skeleton does usual language procedure call
to client procedure




Internals of RPC (step III)

At the end, when procedure returns to
skeleton, the skeleton gets return value etc,
marshals it, send in message back to stub on
client-side

And stub unmarshals this, sets up return
value

And does normal procedure return to the
caller procedure

(Whew!)

Issues for RPC

How can the run-time envoronment generate
the correct code for stub and skeleton?
It can be done from information in the IDL!

And knowledge of the runtime layout and calling
conventions of the language concerned

Remote Objects

RPC was not OO
Worked but wasn®fashionableE
Circle has turned with service modelsE
Just stateless service requests/responses
SoE Object Request Brokers
* Real remote objects with methods

CORBA is/was prime example
And Java RMIE

Create or locate remote objects
Call their methods

Remote Objects

Now calling methods in remote objects

Real objects holding data (state)

Many clients can connect to one object
Need to find objects rather than servers
Objects can be persistent

Transparency issues/complexity

Object lifetimes
Creation, deletion, garbage collection

Concurrent access to shared objects

CORBA

Remote object standards
OMG (Object Management Group)
Group producing object standards
- An evolving set of standards
CORBA b simple remote object model

CORBA 2 binteroperability, common server
programming model, transactions, E

CORBA 22,23, E
CORBA 3 Pload balancing, components, E

CORBA Model

Focus is firmly on ©bjectsO

Create remote objects & call methods
Used like local objects
Contain state like normal objects
Creation mechanism is different
Turn calls/responses into messages
Using GtubsCand GkeletonsO
Multi-language support
Bindings for C, C++, Java, Ada, E
Available methods defined through IDL




CORBA Model

Remote stateful GealCobjects
Possibly shared and persistent
Everything done through rich APIs

Programmers directly control security, transactions,
finding object/servers by calling methods in API class
libraries

Far from stateless RPC procedures
Object state, concurrency, persistence,E

CORBA

Now a niche, technical technology
Telcos, engineering, E
Never made enterprise mainstream
Early immaturity, complexity
E and OO purity
Killed off by Sun® J2EE
Limited vendor R&D spending
* Where do you spend R&D $$

Component model was simplerE
Declarative rather than complex APIs

Components

Components aimed to be E
Reusable software building blocks
- With defined, contracted, stable behaviour
through interfaces, events and properties
Finally realised OO re-use vision
Commercial component libraries
Limit complexity through interfaces
Focus on stability & simplicity

Components

Controversial when introduced
Microsoft® OLE2/COM model
Components were not objects!

Microsoft heresy!!
No inheritance!!!
No inherent state!!!!
Not 00 Gure@!!!

Highly successful for just these reasons
Simple plug-in code with defined behaviour
Stable and reliable interfaces
Robust with change, rather than fragile

Interfaces

Interfaces define behaviour/function
Components support multiple interfaces

Polymorphic over interfaces
Same interface can be provided by many componentsE
interchangeable

Clients only access methods, properties
Not objects and no access to internals

May look like objectsE just keeps programming model
simple and familiar

Components

Declarative programming model
Services provided by context/container
Transactions, security, isolation, E
Simple business logic inside component
No complex API to invoke services
How do you evolve distributed code?
Immutable interfaces?
Defined once and never changed?
Add new interfaces and drop old ones
Change interfaces
And find and change every callerE




Component Technologies

Microsoft

- OLE2/COM/DCOM, MTS/COM+, .NET Remoting,
now in WCF

Sun
- J2EE, Java EE 5
CORBA

CORBA components

Microsoft Components

OLE2/COM/DCOM
Local and distributed components
MTS/COM+

Declarative support for services
Transactions, security, concurrency, E

.NET

Many alternatives over time
Ent. Services, Remoting, ASMX, WCF

All support multiple languages

Enterprise Java Beans

A component architecture for Java
Interfaces and properties
Reflection to find out about classes
Reaction to MS component strategy
Run-time properties defined by @ontainerd
Transactions, state, E
Declarative programming style
Transactions required, persistence, E
Using deployment descriptors

Implementatiorts

RPC, methods,E all pass messages
+ Target identifier

Parameters

Security & context tokens
Data encoded for transmission

Byte ordering, character sets, numbers
- Adopt standard ordering (NDR, CDR,E )
- Or @eceiver makes rightGmodel

DCOM Internals

Machine A n | Machine B
(5!(: 2 |

ponse

" res
1 RPC (TCP)

i Discovers Machine B A

1 Communications protecol
2 Message format

3 Deseription language

4 Discovery mechanism

© Or XMLE
All the Samie
DCOM CORBA Java RMI
RPC Protocol | RPC 1IOP 11OP or
JRMP
Message NDR CDR Java Ser.
Format Format
Description MIDL OMG IDL Java
Discovery Windows Naming RMI Registry
Registry Service or JNDI




| Requests & Responses

\ Request Layout

version+flags+msgtype Interface Identifier

Extension Headers

Parameter Data

Logical Components

»_cont_id

object uuid
(COM Interface Pointer 1)
ORPCTHIS
(protocol extensions)
Payload
lin] and [in, out] params

110P/GIOP

'AndE nowE

<2xmi_version="1.0" encoding="ut8" 7>

xmins :soap="
xmins : xsi="http :/Awww.w3.0rg/2001/XMLSchemavinstance”

x I3, 0rg/2001/XMLSchema”
lischemas. xmisoap .org/ws/2004/03/addressing"

xmins : wsu="http
<soapHeader>

o. xsd'>

yCi < fwsa :Action>
<wsa: MessagelD > uuid :4ec3ag73-a86d-4fc9-bbcd-ade31d0370dc
</wsa : MessagelD >
<wsse:Security soapmustUnderstand="1"
<wsse:UsemameToken>
<wsse:Usemame>NNK<fwsse:Username>

WeYI3nXUBLIMNVKSCKFVBI3IgH3RW==
' >

an|CEACAmQOBEQ7SA
<wsu:Created>2003-07-16T01:24:32Z</wsu:Created>
</wsse:UsernameToken>
<fwsse:Security>
</soapHeader>
<soap:Body>
<mGetl xmins:m="

<symbol>DIS</symbol>
<ImGetlastTradePrice>
<Isoap:Body>
<Isoap:Envelope>

Distributed Application Models

1 Peer to peer computing
- Application to application
' Supply chains, finance, E
1 Client/server
Ul application to server application
1 Multi-tier applications
Layered roles and deployment
Specialisation of servers
Sharing load across multiple systems

‘Java EE Application Model
(from JEE 5 Tutorial)

. designed to support applications implementing
enterprise services
Applications are inherently complex, potentially
accessing data from a variety of sources and
distributing applications to a variety of clients.
Business functions are done in the middle tier.
The middle tier is typically run on dedicated
server hardware and has access to the full
services of the enterprise.

| DistributedMultitieredApplications

Application logic is divided into components

according to function

Various components are installed on different

machines

Java EE Components are

+ Client-tier components run on the client machine.

 Web-tier components run on the Java EE server.
Business-tier components run on the Java EE server.

Enterprise information system (EIS)-tier software runs
on the EIS server.




DistributedMultitieredApplications

Java EE Application 1 Java EE Application 2
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Java EE Components

Java EE applications consists of
components. A component is

- self-contained functional software units
* communicate with other components

Following components:

 Application clients and applets

- Java Servlet, JavaServer Faces, and JavaServer
Pages technology components

- Enterprise JavaBeans components

Java EE Clients

Web Clients

- dynamic web pages generated by web
components and rendered by browser

Applets

- small client application written in the Java and
executed in browser

Application Clients

- directly access enterprise beans of business tier

Java Beans Component Architecture

manages the data flow between an
application client and components running on
the Java EE server

not considered as Java EE components

Components have
* properties (state)
 have get and set methods

- should conform to the naming and design
conventions

Java EE Server Communications

> Application Client and = Web Browser, Web Pages
Optional JavaBeans Applets, and Optional
Components JavaBeans Ccmpcnems —
Client Tier
/
r'd
Web Tier '
7 i
Business Tier } SMAEE

Web Components

Servlets

JSP technology

* text-based documents executing servlets
JavaServer Faces technology

+ Builds on JSP and Servlets




Web Components

Applets, and Optional

> Application Client and
JavaBeans Componems

Opticnal JavaBeans

= Web Browser, Web Pages,
Compaonents

< 3

=

)

Client Tier

ISP Pages )
Serviels | ‘WebTier

Business Tier
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Java EE
Server

Business and EIS Tiers

> Application Client and > Web Browser, Web Pages,
Optional JavaBeans Applets, and Optional
JavaBeans Components

Compenents
Client Tier

I

Web Tier | (]
ﬁ

i i Java EE
Business Tier Server

Java Persistence Enlilies
Session Beans

Wessage-Driv
Baan:

v v Database
and Legacy EIS Tier
Systems




